$ | CUNA MUTUAL GROUP

CUNA Mutual Fiduciary Consultants

Understanding Cybersecurity Vulnerabilities

Robert Fraser - Senior Corporate Property & Casualty Sales Specialist
CUNA Mutual Group

CUNA Mutual Group Proprietary | Reproduction, Adaptation or Distribution Prohibited | © 2016 CUNA Mutual Group, All Rights Reserved.



Presenter
Presentation Notes

2:15 -- 3 p.m.
Understanding Cybersecurity Vulnerabilities and Protections (Rob Fraser, Senior Corporate P&C Sales Specialist, CUNA Mutual Group)
Cybersecurity trends are continuously evolving and incident response planning can help ensure the entire organization is prepared for a breach. Join this session to learn what constitutes a data breach, as well as breach trends and credit union specific statistics. Participants will also learn how to leverage robust risk management services and coverage that come with the Beazley policy.




0 What is a Breach?

9 Evolving Threats & Trends

e Credit Union Statistics

e Beazley Risk Management Solutions
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Presenter
Presentation Notes
You not only have to worry about stopping hackers and outside infiltrators – but also Dave, your well-meaning and reliable employee who does a great job but, let’s face it – he’s human, and humans make mistakes.

In fact, Beazley data shows that in 2016, 37% of credit union data breaches were caused by unintended disclosure. That could be an email with confidential data being sent to the wrong person, a third party exposure, or any number of accidental exposures.

So how do you deal with both the internal and external threats to your data?



“Hackers Get Employee Records at Justice and

Homeland SeCurlty DeptS._ New York Times, February 8, 2016

L L The IRS Says Identity Thieves Hacked

|tS SyStemS Agaln- Fortune, February 10, 2016

[ Second Democratic
Party Website Hacked

- DarkReading, July 29, 2016

Nobody’s data is

Saf e. [ [ Security breach threatens more than

11,000 financial institutions.
- CNET, April 26, 2016 , ,

Including yours!
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Presentation Notes
Breaches involving government and political data are increasingly in the news. As they continue to hit closer to their home, it’s likely that regulatory pressure on credit unions and other financial institutions will mount.

Your compliance burden is already high, and just trying to maintain appropriate data security is hard enough without having to constantly look over your shoulder to see what might be coming from Washington.

As a recognized industry expert on cybersecurity and cyber insurance, we’re your direct link into lawmakers, helping you understand what may be coming down the road.


What is a Cyber Breach?
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What is a Data Breach?

Most common Definition of Breach -

O Unauthorized access to and unauthorized acquisition of personal information maintained
in computerized form by a person that compromises the security, confidentiality, or integrity
of the personal information

 An incident involving sensitive, protected or confidential data that has potentially been
viewed, stolen or used by an individual unauthorized to do so

» Information has been stolen from or lost by a company entrusted to safeguard the information

 May involve personal health information (PHI), personally identifiable information (PII),
trade secrets or intellectual property
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Data Breaches - How do they Happen?

v Network hackers and malware

v' Employee negligence/theft

v’ Lost/stolen laptops, backup tapes/disks
and other data-bearing mobile devices

v Vendor leaks/mistakes
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Data breaches have quickly become a top concern for IT professional as they are increasing in frequency and severity in terms of the number of records breached and the cost to recover or repair the damage.
Data breaches can occur in a number of ways – from hacking, malware infections, employee negligence and employee theft, lost/stolen laptops, lost backup disks, and other data bearing devices.  
Vendors have also caused data breaches.




Evolving Threats & Trends

$% | CUNA MUTUAL GROUP

CUNA Mutual Fiduciary Consultants



Data Breach Threats & Trends

Internal threats

"Employee negligence
=Security failures
=|_ost mobile devices

"Employee ignorance
=Improper disposal of
personal information
(dumpsters)
= ack of education and
awareness

=Malicious employees

External threats
sHackers
=Malware
»Phishing and spear
phishing
sRansomware
=Social Engineering
sThieves

=\/endors

»State sponsored
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Data Breach Threats & Trends

Detection / Response

How Compromises Are Being Time from Earliest Evidence of Compromise
Detected to Discovery of Compromise
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Adapted from Mandiant’s M-Trends Beyond 320 days

the Breach: 2016 Threat Report
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Data Breach Threats & Trends

Cyber Extortion

e True Extortion
® Theft of data
® Deletion of data

* Ransomware/DD0oS
® Many variants of ransomware
® (1) Automated, open RDP, phishing, drive-bys
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The Rise of

Ransomware

2014 2015 2016 EST

® (2) Requires manual launching, possible key loggers, other malware

® (3) Targeted disruption (SamSam)
® DDoS and DDoS “as a Service”

Ransomware by Industry

Real Estate Legal
t 19m 4%o

Healthcare
40%
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Advanced Persistent Threats

Sophisticated Cyber Attacks

Goals:
e Gain Access
* Maintain

. Modify

Malware planted on network via spear phishing
attack

Establishes communication with command &
control server

Moves slowly about the network searching for
sensitive data to steal and the credentials
necessary to access that data

Sensitive data is extracted using encryption and
other techniques to disguise it
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Increasingly sophisticated cyber attacks by hostile organizations with the goal of:

Gaining access to defense, financial and other targeted information from governments, corporations and individuals

Maintaining a foothold in these environments to enable future use and control

Modifying data to disrupt performance

Intelligence gathering
Attackers identify and gather publicly available information on the targeted organization. The goal is to obtain important information on the organization’s IT environment and organizational structure.
2.Point of entry
Attackers deploy spear phishing campaigns against key employees of the targetedMalware planted on network via spear phishing attack
Establishes communication with command & control server
Moves slowly about the network searching for sensitive data to steal and the credentials necessary to access that data
Sensitive data is extracted using encryption and other techniques to disguise it
 organization. The goal is to infect the network with malware
3. Establish communication with C&C
Once planted on the network, the malware establishes communication with the attackers command & control (C&C) center to deliver information, receive instructions and download additional malware.
4. Lateral movement through network
Once inside, the attackers move slowly across the network to avoid detection searching for sensitive data to steal and the credentials necessary to access that data.
5. Data discovery
By downloading tools through the C&C, the attackers scan the network to identify specific servers and systems where sensitive data is located.
6. Data exfiltration
Attackers transmit the sensitive data out of the network to external locations. Encryption and other techniques are commonly used to disguise the data transmissions.


Malware planted on network via spear phishing attack

Establishes communication with command & control server

Moves slowly about the network searching for sensitive data to steal and the credentials necessary to access that data

Sensitive data is extracted using encryption and other techniques to disguise it



.

Ransomware — A Growing Threat

* Multi-Million dollar industry

e How does it work?
— Use social engineering
— Disable PC/Mobile
— Demand ransom

* New variants defeat security
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Media Information: Ransomware Netting Cyber Criminals Millions of Dollars a Year
“This operating system has been locked for security reasons.” Many online users are still being confronted with similar messages to this. Malware called ransomware is to blame. The scam works by using malware to disable the victims’ computers until they pay a ransom to restore access. Cybercriminals often use social engineering tricks, such as displaying phony messages purporting to be from local law enforcement, to convince victims to pay up. Messages often include warnings such as, “You have browsed illicit material and must pay a fine.”

A rise in ransomware
Norton by Symantec,  has witnessed an increase in the amount of professional cyber gangs using ransomware in the last two years. This fraudulent activity, designed to take over your computer and blackmail you for cash, has developed in the following ways:
•After first emerging in Russia and Eastern Europe in 2009, ransomware has spread to Western Europe, the US and many other countries, causing high infection rates and a great deal of frustration for consumers. 
•Professional cybergangs use intelligent malware which, once on your computer, identifies which country you live in (via your IP address) and presents the message in the local language with a logo of a local public authority. 
•The ransomware completely disables the device and is designed so that it seems that the only way to restore functionality is to pay the fine. This raises the chance of the consumer being tricked to pay the ransom.
•Different variants of malware are being developed, and within those variants criminals vary the code slightly to help the malware get past security software. One of the most serious variants was detected 500,000 times in  18 days.

$33,600 in one day
 Symantec experts analyzed how criminals monetize the scheme. In the month-long period the experts studied one specific attack in more detail. 2.9 per cent of compromised users paid out. This may seem like a small percentage, but it pays off for the criminals:
•During the month 68,000 computers were infected: the equivalent of 5,700 every day
•Ransomware typically charges between $60 to $200 to unlock the computer
•On a single day, 2.9 per cent or 168 users paid the ransomware, permitting the criminals to potentially earn$33,600; which means the criminals could have made up to  $394,000 in one month.

However, given the number of different malware variants and criminal gangs operating ransomware attacks, an estimated $5 million is being extorted from victims per year.

Additional facts:
•Ransomware is predominantly found on suspicious websites, and arrives either via a “drive-by download”, stealth download or through a user clicking on an infected advert. Some distribution via email has also been seen.
•Ransomware has had a high impact in France, Germany, the UK as well as in the US during 2012.
•Messages are evolving over time. Cybercriminals use different hooks to defraud innocent users (social engineering). Early variants used a locked screen containing pornographic images to shame users into paying the fine, and are now using law enforcement logos.
•Techniques have become more and more sophisticated with code built into ransomware programs to tailor messages to the right language and local law enforcement logo for example. 
•Even if a person does pay the ransom, the cybercriminals often do not restore functionality. The only reliable way to restore functionality is to remove the malware.

Tips on how to prevent infections by ransomware:
•Have security software installed and most importantly up to date with a current subscription. Remember with the thousands of new malware variants running every day, having a set of old virus definitions is almost as bad has having no protection.
•Make sure all the software on your system is up to date. This includes the operating system, the browser and all of the plug-ins that a modern browser typically uses. One of the most common infection vectors is a malicious exploit that leverage a software vulnerability. Keeping software up to date helps minimize the likelihood that your system has an exposed vulnerability on it.
•Make sure you are leveraging the full set of protection features delivered in your security product. Symantec and Norton products include five distinct layers of protection: Network (Intrusion Prevention), File (traditional Antivirus, Reputation (Insight), Behavioral (SONAR) and Repair (ERASER and Norton Power Eraser).



Credit Union Impact
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Data Breach Threats & Trends beazleyy

Trends — Financial Institutions

= General Hacking / Malware

> siill seeing a fair number of hacking incidents and/or purposeful targeted
hacking of FI network/computers leading to larger incidents

® Carbanak (Russian APT — UK Banking)
®  U.S.-related incidents now

" Brute-Force Password Attacks
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Credit Union Impact

Incidents by Financial Institutions (Beazley)
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Hack or
Malware

Portable
Device
8%

Physical
Loss,/ Mon-
Electronic
Records
O Yo

2015 Financial Incidents

Hack or
Malware
27 %

Stationary
Device
2%0

Insider
7%

Portable
Device
%%

8%

2016 Financial Incidents*

O ther
200

Physical
Loss )/ Mon
Electronic

Record
o

Portable et
Dewvice
6% Card Fraud
S0

Hack or
Malware
20T

Insider
%o

$% | CUNA MUTUAL GROUP

CUNA Mutual Fiduciary Consultants

16



Guidelines for Safeguarding Member Information

» Board Involvement
— Credit union’s board of directors or an appropriate committee of the board of each credit union must:
» Oversee the development, implementation and maintenance of the credit union’s information
security program, including assigning specific responsibility for its implementation and reviewing
reports from management
— Annual report to board that includes status of Cyber compliance and addresses risk assessment.
Covering risk management and control decisions, service provider arrangements, results of testing,
data incidents, and management’s response thereto and recommendations for changes to the
information security program
» Assess Risk
— Identify reasonably foreseeable internal and external threats that could result in unauthorized
disclosure, misuse, alteration or destruction of member information or member information systems
— Assess the likelihood and potential damage of these threats, taking into consideration the sensitivity
of member information
— Assess the sufficiency of policies, procedures, member information systems and other arrangements
in place to control risks
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Guidelines for Safeguarding Member Information

« Manage and Control Risk

— Access controls on member information systems, including controls to authenticate and permit
access only to authorized individuals and controls to prevent employees from providing
member information to unauthorized individuals

— Access restrictions at physical locations containing member information
— Encryption (at rest and in transit) of electronic member information

— Dual controls procedures, segregation of duties and employee background checks for
employees with responsibility for or access to member information

— Monitoring systems and procedures to detect actual and attempted attacks on or intrusions
into member information systems

— Incident response plan that sets forth the actions to be taken when the credit union suspects
or detects unauthorized access to sensitive member information

— Measures to protect against destruction, loss or damage of member information due to
potential environmental hazards
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Guidelines for Safeguarding Member Information

* Oversee Service Provider Arrangements
— Exercise appropriate due diligence in selecting service providers

— Require service providers by contract to implement appropriate administrative, technical and
physical safeguards and security measures to protect sensitive member information

— Monitor service providers to confirm that they have satisfied their obligations, including
reviewing audits, tests or other equivalent evaluations of service providers

* Adjust the Program

— Monitor, evaluate and adjust, as appropriate, the information security program in light of
changes in:

» technology and member information systems

* internal or external threats

 credit union’s own changing business arrangements
« vendor and other outsourcing arrangements
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Credit Union Impact beszley

* Financial Risk
« Compliance and Legal Risk
* Reputation Risk

A data breach can result in more than lost data. It can damage the credit
union’s reputation and erode members’ trust.
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Beazley Risk Management
Solutions
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What is BBR Services?

 Structured as a distinct unit within Beazley’s BBR program

— Service under your policy
— Breach response guidance
— Coordination of breach services

» Experts in breach handling
— Over 5,000+ incidents handled by team

Incident reporting to Beazley

BBR Services

Intake & assists Coordinates with
policyholder BER Claims

o

Claims handling with policyholder

BREACH RESPONSE

Legal Services

= Forensics
= Motifications

= ldentity Credit

Monitoring

= Call Center

= Crisis Management
LIABILITY CLAIMS

= Defense

= Indemmnity
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BBR Services To Assist You

» Discovery of a Data Breach

Event discovered, triggers IRP, Beazley is notified
Breach Manager assigned, guidance provided

« Evaluation of the Data Breach
Breach Manager provides recommendations and helps coordinate services based on the incident

Managing the Handling the
Short-Term Long-Term

Crisis Consequences

Class-Action

Lawsuits
MNotification and
/ Credit Monitoring
Regulatory Fines,
Penalties, and

Consumer Redress

Reputational
\ Damage
Public Relations
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BBR Services To Assist You

* Manage the Short-Term Crisis
Let forensics (if needed) drive the facts
Meet complex breach notification timelines based on facts
If needed, make notification and provide mitigation product
Minimize long-term consequences

Evaluation of

Discovery of a Data the Data

Breach

Theft, loss, or Unauthorized
Disclosure of Personally
Identifiable Non-Public

Information or Third Party
Corporate Information that
is in the care, custody or
control of the Insured
Organization, or a third
party for whom the Insured
Organization is legally liable

Forensic
Investigation and
Legal Rewview
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BBR Services To Assist You

* Breach Managers respond with initial incident guidance

« Recommendations on next steps and a combination of services

— Emergency services
— Critical breach decisions

* Breach Managers will walk you through the process
* Initial incident project management/on-going monitoring
— MSA, SOW, notification and call center management

* Incident knowledge transfer

— Breach response empowerment
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PRESENTER

Senior Property & Casualty Specialist
CUNA Mutual Group

800.356.2644, Ext. 665.5712
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DISCOVERY "CONFERENCE

Planning Strategically in a Changing World

S

Online Discovery Conference | Free Admission

REGISTER TODAY at cunamutual.com/discovery
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